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Abstract— historically, substation automation was performed 
with electromechanical equipment; recently, digital electronic 
equipment has begun to provide protection, control, and 
metering functions. Initially, this equipment was either single 
function or had very limited multi-function capability; recent 
digital relays have become quite multi-functional, reducing 
cabling and auxiliaries significantly. With this modern protection 
relays becoming more powerful, being integrated with more 
functions, they have the potential to play a key role in 
implementing control and automation in substations.  

Finalization of the new communication protocol, IEC61850, 
for Intelligent Electronic Devices (IEDs), automation and control 
has become possible, which, when implemented can ensure a 
reliable and efficient power system. 

This paper discusses the scope of the new communication 
protocol for substation IEDs, IEC61850 and explains the 
implementation of control and automation applications presented 
in the standard. 

 

Keywords— Substation Automation system, Interoperability, 
IEC 61850, Logical Node. 

I.  INTRODUCTION  
In the quickly evolving world the requirements for 

substation automation is increasing. The most significant 
factors in the progress of substation automation are the 
demands for better quality electricity supply and the evolution 
of the electric generation towards decentralized generation. 
The changes in electric generation are driven by the scenarios 
of global warming. Because of the scenarios, especially the 
volume of wind power plants is increasing drastically in the 
electric generation segment [7]. The costs for interruption in 
electricity supply is increasing and the electricity distribution 
companies wants reduce interruption costs and offer better 
quality electricity. In the nodal point of these matters is the 
substation automation.  

The new standard IEC 61850 for communication in 
substation automation enables a new kind of solutions in 

substation automation. Earlier the communication in 
substations has been based on various manufacturers self 
developed protocols. For this reason the communication 
between different manufacturer’s devices has not been 
possible without protocol converters, which are difficult to use 
[4, 8, 1]. 

 In practice the working installations have been actualized 
with devices from a single manufacturer’s selection. The 
markets have dominated by large manufacturer's that have a 
full selection of substation automation devices. IEC 61850 is a 
universal standard, which has been developed in co-operation 
with several standardization organizations and manufacturers. 
The standard has received lot of interest and already is 
strongly in future   Smart grid  plans [7].  The approach of 
communication standard is to blend the strengths of the 
following three methods: functional decomposition, data flow, 
and information modelling [2, 3]. 

 Functional decomposition is used to understand the 
logical relationship between components of a distributed 
function, and is presented in terms of logical nodes that 
describe the functions, sub functions and functional interfaces. 
Data flow is used to understand the communication interfaces 
that must support the exchange of information between 
distributed functional components and the functional 
performance requirements. Information modelling is used to 
define the abstract syntax and semantics of the information 
exchanged, and is presented in terms of data object classes and 
types, attributes, abstract object methods (services), and their 
relationships. 

In this paper function and logical nodes describe in part 2 
and modeling of data in IEC 61850 discuss in part 3 and 4. 

 

II. FUNCTION  AND LOGICAL NODES 
The objective of the standard is to specify requirements 

and to provide a framework to achieve interoperability 
between the IEDs supplied from different suppliers. The 
allocation of functions to devices (IEDs) and control levels is 
not fixed. The allocation normally depends on availability 
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requirements, performance requirements; cost constraints, the 
state of the art of technology, utilities  philosophies etc. 
Therefore, the standard should support any allocation of 
functions [3, 6]. 

 

 A. Logical interface in IEC 61850 
In order to allow a free allocation of functions to IEDs, 
interoperability should be provided between functions to be 
performed in a substation but residing in equipment (physical 
devices) from different suppliers. The functions may be split in 
parts performed in different IEDs but communicating with 
each other (distributed function). Therefore, the 
communication behavior of such parts called logical nodes 
(LN) has to support the requested interoperability of the IEDs. 
The functions (application functions) of an SAS are control 
and supervision, as well as protection and monitoring of the 
primary equipment and of the grid. Other functions (system 
functions) are related to the system itself, for example 
supervision of the communication [5, 6 and 8]. 
Functions can be assigned to three levels: the station level, the 
bay level and the process level. Early on it was realized the 
logical interfaces shown in Figure 1 were not sufficient; logical 
interfaces between functions at station level and between 
functions located in different bays were missing. Therefore a 
new structure was designed, containing the additional logical 
interfaces. The diagram shown in Figure 2 is the basis for the 
IEC 61850 series [1]. 
 

 

Figure 1. Logical interfaces of an SAS [1] 
 
 

Despite of the similarity of logical and physical levels there is 
no unique way for mapping the logical function structure to the 
physical device structure. The mapping is dependent on 
availability and performance requirements, cost constraints, 
the state of the art in technology, etc. 
The station computer may act as a client only with the basic 
HMI, TCI and TMI functions. All other station level functions 
may be distributed completely over the bay level devices. In 

this case, the interface 8 is the backbone of the system. On the 
other side, all station wide functions such as interlocking etc. 
may reside in the station computer acting now both as client 
and server. In this case, the interface 1 and 6 take over the 
complete functionality of interface 8. Many other solutions are 
possible [8, 9]. 
The bay level functions may be implemented in dedicated bay 
level devices (protection unit, control unit, without or with 
redundancy) or in combined protection and control units. Some 
may be moved physically down to the process level supported 
by the free allocation of functions. 
If there are no serial interfaces 4 and 5, the process level 
functions are implemented in the bay level devices. The 
realization of the serial interfaces 4 and 5 may include remote 
I/O devices only or intelligent sensors and actuators, which 
provide some bay level functionality on process level already. 
The logical interfaces may be implemented as dedicated 
physical interfaces (plugs). Two or more may also be 
combined into a single common physical interface. In addition, 
these interfaces may be combined and implemented into one or 
more physical LANs. The requirements for these physical 
interfaces depend upon the allocation of functions to levels and 
devices. 
 

Figure 2. Interface model of a substation automation system in IEC61850 [1] 
 
 
B. Logical nodes 

To reach the standardization goals mentioned above, all 
known functions in a substation automation system have been 
identified and split into subfunctions (logical nodes). Logical 
nodes may reside in different devices and at different levels. 
Figure 3 shows examples to explain the relationship between 
functions, logical nodes, and physical nodes (devices). 

A function is called distributed when it is performed by 
two or more logical nodes that are located in different physical 
devices. Since all functions communicate in some way, the 
definition of a local or a distributed function is not 
unambiguous but depends on the definition of the functional 
steps to be performed until the function is completed. 
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When a distributed function is implemented, proper 
reactions on the loss of a LN or an included communication 
link have to be provided, for example the function may be 
blocked completely or shows a graceful degradation if 
applicable [2, 3 and 9]. 

 
 
 
 

 
Figure 3. Relationship between functions, logical nodes, and physical nodes 

[2] 
 
C. Data 

Data and LNs are the most important concepts used to 
describe real time system and their functions. LNs are 
containers of data that represent meaningful and exchangeable 
application specific information. Each LN builds up a specific 
functionality by grouping several Data classes.  IEC 61850-7-
4 defines a total number of some 500 Data classes usually 
referred to as Compatible Data Classes (CDCs). In addition to 
representing application specific information, the data also 
builds the basis of most information exchange over the 
network interacting with the environment through services. 
This is depicted in Fig. 4, which shows services that operate 
on data. 

 
Figure 4. Data service [2] 

  
Some of the services shown in Fig. 4 are the Data class 

assigned services while others are the services of various other 
ACSI (Abstract Communication Service Interface) models 
that operate on data. Control and substitution services fall into 
this category. A control service is used to group data into data 
sets for reporting or logging purposes and a substitution 

service is used for replacing values of Data Attributes 
contained in data. Get/Set and Dir/Definition are the Data 
class associated services used for reading/writing data values 
and retrieving directory/definition information of a particular 
data instance [2, 3, 9 and 10]. 

 
 

 

III.  DATA MODELING AND SERVIES 
Logical nodes can only interoperate with each other if they 

are able to interpret and to process the data received (syntax 
and semantics) and the communication services used. Thus it 
is necessary to standardize data objects assigned to logical 
nodes and their identification within the logical nodes. Data 
and services of an application can be modeled in three levels 
(see Figure 5). The first level describes abstract models and 
communication services used to exchange information 
between logical nodes. Levels 2 and 3 define the application 
domain specific object model. This includes a specification of 
data classes with attributes and their relation to logical nodes 
[3, 9]. 

 

A. Level 1: Abstract Communication Service Interface 
(ACSI) 

The ACSI specifies the models and services used for 
access to the elements of the domain (substation automation) 
specific object model. Communication services provide 
mechanisms not only for reading and writing of object values, 
but also for other operations, for example for controlling 
primary equipment. 

 

B. Level 2: Common Data Classes 

The second level defines   Common Data Classes  
(CDC). A common data class defines structured information 
consisting of one or more attributes. The data type of an 
attribute may be a foundation type (for example INTEGER) as 
defined in IEC 61850-7-1. More data types are defined as 
common data attribute types in level 2. Data classes as defined 
in level 3 are specializations of CDCs according to their 
specific use in the application context. 

 

C. Level 3: Compatible logical node classes and data 
classes 

This level defines a compatible object model specifying 
logical node classes and data classes. No additional 
specification is required as the identification and meaning 
(semantics) of the logical node and data classes are defined. 
An example for a data class is  switch position with quality 
and time stamp. 
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Figure 5.Application of data service [3] 

 

IV.  MODELING DATA AND DATA ATRIBUTES 
The Data class represents meaningful information of 

applications located in substation automation devices. Fig6 
shows the conceptual class model of the Data class illustrating 
the inheritance and relations between the Data class and its 
building blocks.  

Figure 6.Data conceptual class model [10] 
 

The Data class includes the DataName, DataRef, and 
Presence attributes. The DataName attribute defines the 
Instance Name of a data object whereas the DataRef attribute 
is the unique path-name of a data object. The Boolean type 
Presence attribute states if the data object is mandatory or 
optional.  

The Data class is also a composition of Simple Common 
Data Classes (SimpleCDCs), Composite Common Data 
Classes (CompositeCDCs), and data attributes 
(DataAttributes) as shown in Fig6 Each data may be a 
composition of zero or more instances of CompositeCDCs, 
SimpleCDCs or DataAttributes. However, it must contain at 
least one of these elements. 

The relationship between the Data and DataAttribute 
classes is the easiest to explain. A composition aggregation 
exists between these simply indicating that each instance of 
the Data class can be a composition of zero-to-many 
DataAttributes. Composition aggregation is used in this case 

since in the absence of CompositeCDCs and SimpleCDCs, the 
data object must have at least one DataAttribute [3, 9 and 10]. 

The relationship between CompositeCDCs and the Data 
class is rather confusing. Each CompositeCDC is a 
specialization of the Data class indicated by the solid line with 
a hollow triangle at the end. A specialization is a relationship 
between the more general element and a more specific 
element. In this case, the CompositeCDC happens to be the 
more specific element that is fully consistent with the more 
general element (Data) containing additional information. The 
structure of the Data class is recursive since CompositeCDCs 
are also of type Data class. However the number of levels of 
recursion of CompositeCDCs is usually limited to one. 
SimpleCDCs are of type CommonData, which is a subclass of 
the Data class. This subclass relationship was 

once gain indicated by the solid line with a hollow triangle 
connecting the SimpleCDC and Data classes. 

The Data class model can be defined as shown in Fig7 
[10]. 

 
Figure 7.Data class 

V. CONCLUSTION 
Many substations are now equipped with microprocessor 

based protection and control relays and other types of 
IEDs.These intelligent devices act as the   eye and ear  of the 
power system as they provide real time data and information 
to the brain  in the control room. The information is crucial in 
understanding the system operation, the relays and control 
equipment response to an event or command and helps to 
decide how the system should be restored or reconfigured. 

Substation Automation Systems (SASs) are widely used 
for the purpose of control, protection, monitoring and 
communication in substations to improve the reliability of the 
power system. With the latest technology development many 
intelligent electronic devices (IEDs) available in substations 
today are capable of performing enhanced functionalities 
beyond what their basic function is. This brings an opportunity 
for adding new functionalities that go well beyond what the 
traditional substation automation solutions have provided. 

The Logical Node (LN) and Data classes are the most vital 
concepts used in the IEC 16850 standard to describe real-time 
substation systems. The Data object model represents 
meaningful information of applications located in substation 
automation devices. Besides representing application specific 
information, the Data model also builds the basis of most 
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information exchange over the network interacting with the 
environment through services. 

In this paper, the authors described the IEC 61850 standard 
with a focus on its application-view model and presented the 
modeling and implementation of the standard as Data and 
DataSet object models and their associated services. 
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